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CMMC Certified Professional

Training Cfl rst

Program

This CMMC Certified Professional (CCP) exam will verify a candidate’s knowledge of the Cybersecurity Maturity Model
Certification (CMMC), relevant supporting materials, and applicable legal and regulatory requirements to protect Federal Contract
Information (FCI) and Controlled Unclassified Information (CUI). This CCP exam will also assess the candidate’s understanding
of the CMMC ecosystem. A passing score on this exam is a prerequisite to CMMC Certified Assessor (CCA) and CMMC Certified

Instructor certifications.
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Authoritative Source All Content is Digital

The Department of Defense (DoD) is the authoritative source
for CMMC documentation.
https://dodcio.defense.gov/CMMC/
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Intended Audience

< College degree in a cyber or information technical field or § Employees of Organizations Seeking CMMC
2+ years of related experience or education; or 2+ years Certification (OSC)

of equivalent experience (including military) in a cyber,
information technology, or assessment field.
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& IT and Cybersecurity Professionals

< Suggested CompTIA A+ or equivalent @ Regulatory Compliance Officers

knowledge/experience. @ Legal and Contract Compliance Professionals
< Complete CCP Class offered by a Licensed Training & Management Professionals
Provider (LTP).
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S Cybersecurity and Technology Consultants
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< Pass DoD CUI Awareness Training no earlier than
three (3) months prior to the exam.

& https://securityhub.usalearning.gov/index.html

Federal Employees
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Candidate CMMC Assessment Team Members
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CCP Exam Specifications
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CCP Practice Quizzes

Downloads

Additional Reference
Classroom
Assessor Toolkit
CMMC Practices
CMMC Domains
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CMMC Proposed Rule, December 2023

CMMC Flashcard

CMMC Flashcard Quiz

Presentation Slides
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Domain CCP Program
CCP Pre Program Prep (2 )
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Evaluation Form
Attendance Policy

CAICO Requirements

CMMC Infographics
Roles & Responsibilities
CMMC Source Documents

CCP Presentation Slides

NIST Reference Documents

Quiz

CCP Practice Quiz

CMMC Glossary

CMMC Acronyms

Shared Responsibility

Controlled Unclassified Information (CUI)

Security Awareness Hub
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Day 1| Tuesday

Content Presentation | Domain Review | Quiz

8:30 am to 4:30 pm | Lunch Duration: 30 Mins.
Offline Prep: 2 Hours

CCP Pre Program Prep | 2 )

@ INntroduction

Domain I: CMMC Ecosystem

Task 1 | Identify and compare roles/responsibilities/requirements of authorities across the CMMC Ecosystem.

Domain 2: The Cyber-AB Code of Professional Conduct (Ethics)

Task 1 | Identify and apply your knowledge of the Guiding Principles and Practices of the Cyber-AB Code of
Professional Conduct (CoPC)/ISO/IEC/DoD requirements.

Domain 3: CMMC Governance and Sources Documents

Task 1 | Demonstrate your understanding of FCIl and CUI in non-federal unclassified networks.

Task 2 | Determine the appropriate roles/responsibilities/authority for FCl and CUI.

Task 3 | Demonstrate your understanding of the CMMC Source and Supplementary documents.

Day 2 | Wednesday

8:30 am to 4:30 pm | Lunch Duration: 30 Mins.
Offline Prep: 2 Hours

Domain 4: CMMC Model Construct and Implementation Evaluation

Task 1 | Given a scenario, apply the appropriate CMMC Source Documents as an aid to evaluate the
implementation/review of CMMC practices.

Task 2 | Apply your knowledge of the CMMC Assessment Criteria and Methodology, to the appropriate CMMC practices.

Task 3 | Analyze the adequacy/sufficiency around the location/collection/quality/usage of Evidence.
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Day 3 | Thursday

Content Presentation | Domain Review | Quiz

8:30 am to 4:30 pm | Lunch Duration: 30 Mins.
Offline Prep: 2 Hours

Domain S: CMMC Assessment Process

Task 1 | Choose the appropriate roles of the CCP in the CMMC Assessment Process when developing the assessment plan
(Phase 1 — Plan and Prepare Assessment).

Task 2 | Apply CMMC Assessment Process requirements pertaining to the role of the CCP as an assessment team
member while conducting a CMMC assessment (Phase 2 — Conduct Assessment).

Task 3 | Demonstrate your comprehension of the CCP role in the preparation of assessment report (Phase 3 — Report
Assessment Results).

Task 4 | Demonstrate your comprehension of the CCP role in the process of evaluating outstanding assessment
issues on Plan of Action and Milestones (POA&M) (Phase 4 — Evaluation of Outstanding Assessment POA&M
Items).

Task 5 | Given a scenario, determine the appropriate phases/steps to assist in the preparation/conducting/reporting on a
CMMC Level 2 Assessment.

Day 4 | Friday 3.5) " . " .
\ Vs Content Presentation | Domain Review | Quiz
8:30 am to 12:00 pm N £

Domain 6: Scoping

Task 1 | Understand CMMC High-Level Scoping as described in the CMMC Assessment Process.

Task 2 | Given a Scenario, analyze the organization environment to generate an appropriate scope for FCI Assets.
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